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Abstract

We proposea method to reuseunmodi ed device
driversandto improve systemdependabilityusing vir-
tualmachinesWeruntheunmodi ed device driver, with
its original operatingsystem,in a virtual machine.This
approaclenablesxtensie reuseof existingandunmod-
i ed drivers, independentf the OS or device vendor
signi cantly reducingthe barrierto building new OSen-
deavors. By allowing distinctdevice driversto residein
separatevirtual machinesthis techniqueisolatesfaults
causedy defectve or maliciousdrivers,thusimproving
asystems dependability

We shav thatour techniquerequiresminimal support
infrastructureand provides strongfault isolation. Our
prototypes network performanceis within 3—8% of a
native Linux system Eachadditionalvirtual machinean-
creaseghe CPU utilization by about0.12%. We have
successfullyreuseda wide variety of unmodi ed Linux
network, disk,andPCl device drivers.

1 Intr oduction

The majority of today's operatingsystemcode baseis
accountedfor by device drivers! This hastwo major
implications. First, ary OS projectthataimsfor evena
reasonabldreadthof device driversfaceseithera major
developmentandtestingeffort or hasto supportandinte-
gratedevice driversfrom adriver-rich OS(e.g.,Linux or
Windows). Eventhoughalmostall researctOS projects
reusedevice drivers to a certain extent, full reusefor
a signi cant driver basehasremainedan elusive goal
andsofar canbe consideredunachieed. The availabil-
ity of driverssolelyin binary formatfrom the Windows
driverbaseshavsthelimitationsof integrationandwrap-
pingapproacheasadwcatedy the OS-Kit project[10].
Also, implicit, undocumentedyr in theworstcasencor-
rectly documented S behaior makesdriver reusewith
afully emulatedexecutionervironmentquestionable.
The secondmplication of the large fraction of driver
codein matureOS's is the extent of programminger-
rors [7]. This is particularly problematicsincetesting
requiresaccessibilityto sometimesexotic or outdated

1Linux 2.4.1driverscover 70%of its IA32 codebasd7].

hardware. Thelik elihoodof programmingerrorsin com-
monly useddevice driversis probablymuchlower than
in applicationcode; however, sucherrorsare often fa-
tal. Device drivers,traditionally executingin privileged
mode,can potentially propagte faultsto other partsof
theoperatingsystemJeadingto sporadicsystencrashes.

In this paperwe proposea pragmaticapproachfor
full reuseand strongisolationof legacy device drivers.
Insteadof integrating device driver code we leave all
driversin their original and fully compatibleexecution
ervironment—theoriginal operatingsystem We run the
device driverwrappedn theoriginal operatingsystemn
adedicated/irtual machingVM). Thuswe can(almost)
guaranteghat semanticsare presered andthatincom-
patibilities arelimited to timing behaior introducedby
virtual machinemultiplexing.

The virtual machineervironmentalso strongly iso-
latesdevice driversfrom therestof thesystento achiere
fault containment.The isolationgranularitydependson
the numberof collocateddriversin a singleVM. By in-
stantiatingnultiple collaboratingMs we canef ciently
isolatedevice driverswith minimal resourceoverhead.

Reuseof device drivers and driver isolation are two
importantaspectof operatingsystems;however, they
are usually discussedndependently With virtual ma-
chines,we proposeto usea single abstractiorto solve
bothproblemsn anextremely e xible, elegant,andef -
cientway.

2 RelatedWork

Ourwork usesknown principlesof hardware-basedso-
lation to achieve driver reuseandimproved systemde-
pendability It is uniquein the mannerandthe extentto
whichit accomplishesinmodi ed driver reuse andhow
it improves systemdependability in terms of drivers,
without systemmaodi cation.

2.1 Reuse

Binary driver reusehasbeenachiered with cohosting,
asusedin VMware Workstation[32]. Cohostingmul-
tiplexes the processoibetweentwo collaboratingoper
ating systemse.g.,the driver OS andthe VM monitor.
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When device actvity is necessaryprocessoicontrol is
transferedo the driver OSin a world switch (which re-
storesthe interrupthandlersof the driver OS, etc.). The
driver OS release®wnershipof the processouponde-
viceactvity completion.Thecohostingnethodoffersno
trust guaranteeshoth operatingsystemsrun fully priv-
ileged in supervisormode and can interferewith each
other

Device drivers are commonly reusedby transplant-
ing sourcemodulesfrom a donor OS into the new OS
[2,4,11,15,28,35]. In contrastto cohosting,the new
OS dominatesthe transplantedirivers. The transplant
meigestwo independentlydevelopedcodebasesglued
togethemwith supportinfrastructureldeally thetwo sub-
systemsenjoy independenceuchthatthe designof one
doesnotinterferewith the designof the other Pastwork
demonstratethat, despitegreateffort, con icts areun-
avoidableandleadto compromiseén thestructureof the
nev OS. Transplantatiorhasseveral cateyoriesof reuse
issueswhich we furtherdescribe.

SemanticResource Con icts

The transplanteddriver obtains resources(memory
locks, CPU, etc.) from its new OS, subjectto normal
obligationsandlimitations, creatinga new andrisky re-
lationshipbetweenthe two components.In the reused
driver's raw state,its mannerof resourceusecould vi-
olate the resources constraints. The misusecan cause
accidentatlenialof service(e.g. thereusediriver'snon-
preemptiblenterrupthandlerconsume&noughCPUto
reducethe responsdateny for other subsystems)can
causecorruptionof a manages statemachine(e.g.,in-
voking a non-reentrantmemory allocator at interrupt
time [15]), or candead-lockin a multiprocessosystem.

Thesesemanticcon icts aredueto the natureof OS
design.A traditionalOSdividesbulk platformresources
suchasmemory processotime, andinterruptsbetween
anassortmenof subsystemsTheOSre nesthebulk re-
sourcednto linked lists, timers, hashtables,top-hales
and bottom-hales, and other units acceptabldor dis-
tributing andmultiplexing betweerthe subsystemsThe
resourcere nementsimposeruleson the useof the re-
sourcesanddependon cooperationin maintainingthe
integrity of the statemachinesModulesof independent
origin substitutea glue layerfor the cooperatie design.
For example,whena Linux driver waits for 1/O, it re-
movesthe currentthreadfrom therun queue.To capture
theintendedhreadoperatiorandto mapit into anopera-
tion appropriatdor thenew OS,thegluelayerallocates
Linux threadcontrolblockwhenenteringareused.inux
componenf2,28]. In systemghatuseasynchronougO,
thegluelayercorvertsthethreadoperationsnto I/O con-
tinuationobjects[15].

Sharing Con icts

A transplantediriver shareghe addresspaceandprivi-
lege domainwith the new OS. Theirindependentlyde-
veloped structurescontendfor the sameresourcesn
thesetwo domainsandaresubjectto eachothers faults.

Due to picky device drivers and non-modularcode,
a solution for fair addressspacesharing may be un-
achievable. TheolderLinux device drivers,dedicatedo
the IA32 platform, assumedsirtual memorywasidem-
potently mappedto physical memory Reuseof these
drivers requiresmodi cations to the drivers or loss in
e xibility of the addressspacelayout. The authorsin
[28] decidednotto supportsuchdevice drivers,because
the costscon icted with their goals. The authorsof [15]
optedto supportthedriversby remappingheir OS.

Privileged operationsgenerally have global side ef-
fects. Whena device driver executesa privilegedopera-
tion for the purpose®f its local module,it likely affects
theentiresystem A device driverthatdisablegprocessor
interruptsdisablesthem for all devices. Cooperatiely
designeccomponentlanfor the problem;driver reuse
spoilscooperatie design.

Engineering Effort

Device driver reusereducesengineeringeffort in OS
constructionby avoiding reimplementationof the de-
vice drivers. Preservingcon dencein the correctnessf
the original driversis alsoimportant. When given de-
vice driversthatarealreadyconsideredo bereliableand
correct(error countstendto reduceover time [7]), it is
hopedthattheir reusewill carryalongthe sameproper
ties. Con dencein the new systemfollows from thor-
ough knowledge of the principles behindthe systems
constructionaccompaniedby testing.

Reusing device drivers through transplantationre-
ducesthe overall engineeringeffort for constructinga
newv OS, but it still involves substantiawork. In [10]
Fordetal. report12%of the OS-Kit codeasglue code.

Engineeringeffort is necessaryo extract the reused
device driversfrom their sourceoperatingsystemsand
to compileandlink with the new operatingsystem.The
transplantequiresglue layersto handlesemantidiffer-
encesandinterfacetranslation.

For implementatiorof a glue layer that givesus con-
dence in its reliability, intimate knowledgeis required
aboutthe functionality, interfaces,and semanticf the
reuseddevice drivers. The authorsin [2, 15, 28] all
demonstraténtimate knowledgeof their sourceoperat-
ing systems.

The problemsof semantiandresourcecon icts mul-
tiply asdevice driversfrom severalsourceoperatingsys-
temsaretransplantednto the newv OS. Intimate knowl-
edgeof the internalsof eachsourceoperatingsystem



is indispensableDriver updatetrackingcannecessitate
adaptatioreffort aswell.

2.2 Dependability

The use of virtual machinesto enhancereliability has
beenlong known [16]. A variety of othertechniquedor
enhancingsystemdependabilityalso exist, suchassafe
languagesand software isolation, and are complemen-
taryto ourapproachTheorthogonabesignprovided by
our solutionpermitscoexistencewith incompatiblesub-
systemsanddevelopmentmethodologies.

Userlevel device driver framavorks[9,11,17,20,26,
31] are a known techniqueto improve dependability
They are typically deployed in a microkernel erviron-
ment. Our approachalso executesthe device driversat
userlevel; however, we usethe platforminterfacerather
thana specializecandpotentiallymoreef cient API.

The recent Nooks project [33] sharesour goal of
retro tting dependabilityenhancementgn commodity
systemsTheirsolutionisolatesdriverswithin protection
domains,yet still executesthemwithin the kernelwith
completeprivileges. Without privilege isolation, com-
plete fault isolationis not achieved, nor is detectionof
maliciousdriverspossible.

Nookscollocateswith thetargetkernel,adding22,000
lines of codeto the Linux kernel's large footprint, all
privileged. TheNooksapproachs similarto secondyen-
erationmicrokernels(suchasL4, EROS,or K42) in pro-
viding addresspaceservicesandsynchronougommu-
nicationacrosgrotectiondomainsputit doesnt takethe
next stepto deprvilege the isolationdomains(andthus
exit to userlevel, which is a minusculeoverheadcom-
paredto the costof addresspaceswitchingon 1A32).

To compensatéor Linux's intricate subsystenentan-
glement,Nooksincludesinterpositionserviceso main-
tain theintegrity of resourcesharedbetweerdrivers.In
our approachwe connectdrivers at a high abstraction
level—therequest—anthusavoid thepossibilityof cor
ruptingonedriver by the actionsof anotherdriver.

Like us, anothercontemporaryproject[12, 13] uses
parasirtualization for userlevel device drivers, but fo-
cuseson achiezing a uni ed device APl anddriver iso-
lation. Our approactspeci cally leavesdriver interfaces
unde ned and thus openfor specializationsand layer
cuttingoptimizations.Theirwork amguesfor a setof uni-
versalcommon-denominatdnterfacesperdevice class.

3 Approach

The traditional approachto device driver construction
favors intimate relationshipsbetweenthe drivers and
their kernelervironments jnterferingwith easyreuseof

drivers. On the otherhand,applicationsin the sameen-
vironmentsinterfacewith their kernelsvia well de ned
APIls, permittingredeplymenton similar kernels. Ap-
plicationsenjoy thebene tsof orthogonaldesign.

To achieve reuseof device driversfrom awide selec-
tion of operatingsystemsyve classifydriversasapplica-
tions subjectto orthogonaldesign,basedon the follow-
ing principles:

Resourcedelegation: Thedriver recevesonly bulk re-
sourcessuchas memoryat pagegranularity The
responsibilityto further re ne the bulk resources
liesonthedevice driver. Thedevice driver corverts
its memoryinto linkedlists andhashtables,it man-
agedits stacklayoutto supportreentraninterrupts,
anddividesits CPUtime betweerits threads.

Separationof namespaces: The device driver exe-
cuteswithin its own addressspace. This require-
ment avoids naming con icts betweendriver in-
stancesand helpsprevent faulty accesseso other
memory

Separationof privilege: Like applications,the device
driver executesn unprivilegedmode.lt is unableto
interferewith other OS componentwia privileged
instructions.

Securisolation: The device driver lacksaccesdgo the
memoryof non-trustingcomponentsLik ewise, the
device driver is unableto affect the ow of execu-
tion in non-trustingcomponentsThesesameprop-
ertiesalso protectthe device driver from the other
systemcomponents. When non-trustingcompo-
nentssharememorywith the drivers, they are ex-
pectedto protecttheir internal integrity; sensitve
informationis not storedon sharedpagespr when
it is, shadov copiesaremaintainedn protectedar-
easof theclients[14].

CommonAPI: Thedriver allocatesresourcesandcon-
trols devices with an APl commonto all device
drivers. The API is well documentedyvell under
stood,powerfully expressie, andrelatively static.

Mostlegacy device driversin their native stateviolate
theseorthogonaldesignprinciples.They useinternalin-
terfacesof their native operatingsystemsexpectre ned
resourcesgxecute privileged instructions,and sharea
globaladdresspace Their native operatingsystemgpar
tially satisfy our requirements.Operatingsystemspro-
vide resourcaleleggationandre nement,andusea com-
mon APl-the systems instructionset and platform ar
chitecture By runningthe OSwith the device driverin a
virtual machine we satisfyall of the principlesandthus
achieve orthogonaldesign.



3.1 Architecture

To reuseand isolatea device driver, we executeit and
its native OS within a virtual machine. The driver di-
rectly controlsits device via apass-througlkenhancement
to the virtual machine,which permitsthe device driver
OS (DD/OS) to accesghe device's registers,ports,and
receve hardwareinterrupts. The VM, however, inhibits
the DD/OSfrom seeingandaccessingleviceswhich be-
long to otherVMs.

Thedriver is reusedby a client, which is ary process
in the systemexternalto the VM, at a privilegedor user
level. Theclientinterfaceswith thedriver via a transla-
tion moduleaddedto the device driver's OS. This mod-
ule behaesasasenerin aclient-serer model. It maps
client requestdnto sequencesf DD/OS primitives for
accessinghe device, and corverts completedrequests
into appropriateesponseo theclient.

The translationmodule controls the DD/OS at one
of several layers of abstraction: potentially the user
level API of the DD/OS (e.g., le accesgo emulatea
raw disk), raw device accesdrom userlevel (e.g.,raw
soclets),abstractedernelmoduleinterfacessuchasthe
buffer cacheprthekernelprimitivesof thedevicedrivers
in the DD/OS. It is importantto choosethe correctab-
stractionlayer to achieve the full adwvantagef our de-
vice driver reuseapproach;it enablesa single transla-
tion moduleto reuseawide variety of devices,hopefully
without a seriousperformancepenalty For example,a
translationmodule that interfaceswith the block layer
canreuseharddisks, oppy disks,opticalmedia,etc.,as
opposedo reusingonly asingledevice driver.

To isolatedevice driversfrom eachother we execute
the driversin separatendco-existing virtual machines.
This alsoenablesimultaneouseuseof driversfrom in-
compatibleoperatingsystems.Whenan isolateddriver
reliesonanother(e.g.,adevice needsusservices)then
thetwo DD/OS's areassembledhto a client-sererrela-
tionship.SeeFigurel for adiagramof thearchitecture.

The requirementfor a completevirtual machineim-
plementationis avoidableby substitutinga paravirtual-
izedDD/OSfor theunmodi ed DD/OS.In theparavirtu-
alizedmodel[3,16], thedevicedriver's OSis modi ed to
interfacedirectly with the underlyingsystem.However,
mostimportantly the device driversin generalremain
unmodi ed; they only needto berecompiled.

3.2 Virtual Machine Environment

In our virtualization architecturewe differentiate be-
tween ve entities:

The hypervisoris the privileged kernel, which se-
curelymultiplexesthe processobetweerthevirtual

M kernel extensions

[ reused drivers i e
/ DD/OS

block \
subsystem i\
DD/OS 4 network
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L

Figurel: Device driver reuseandisolation. The kernelexten-
sionsrepresenthe componentfoadedinto the DD/OS's to co-
ordinatedevice driver reuse.Theblock andnetwork DD/OS's
recursvely usethe PCI DD/OS.

machines.It runsin privilegedmodeandenforces
protectionfor memoryandlO ports.

The virtual machinemonitor (VMM) allocatesand
managegesourcesand implementsthe virtualiza-
tion layer, suchastranslatingaccesdaultsinto de-
viceemulationsTheVMM canbeeithercollocated
with the hypervisorin privileged modeor unprii-

legedandinteractingwith the hypervisorthrougha
specializednterface.

Device driver OS's hostunmodi ed legacy device
driversandhave pass-througlaccesso the device.
They controlthe device via eitherport 1O or mem-
ory mappedO andcaninitiate DMA. However, the
VMM restrictsaccesso only thosedevicesthatare
managedy eachparticularDD/OS.

Clients use device services exported by the
DD/OS's,in atraditionalclient-sererscenarioRe-
cursive usageof driver OS'sis possiblej.e. aclient
canactasa DD/OS for anotherclient. The client
couldbethehypervisoritself.

Translationmodulesareaddedto DD/OS's to pro-
vide device servicedo theclients. They provide the
interfacefor the client-to-DD/OScommunication,
andmapclientrequestsnto DD/OS primitives.

The hypervisorfeaturesa low-overheadcommunica-
tion mechanismfor inter-virtual-machinecommunica-
tion. For messageoti cation, eachvVM canraiseacom-
municationinterruptin anothe’vVM andtherebysignala
pendingrequest. Similarly, on requestcompletionthe
DD/OScanraisea completioninterruptin theclient OS.

The hypervisorprovidesa mechanisnto sharemem-
ory betweenmultiple virtual machines.The VMM can



registermemoryareaf oneVM in anotheiM' s phys-
ical memoryspacesimilarly to memory-mappedevice
drivers.

3.3 Client Requests

To provide accesgo its devices,the driver OS exportsa
virtual device interfacethatcanbeaccessetly theclient.
The interface for client-to-DD/OSdevice communica-
tion is not de ned by the hypervisoror the VMM but
ratherleft to thespeci c translatiormoduleimplementa-
tion. This allows for optimizationssuchasvirtual inter-
rupt coalescing,scattergather copying, sharedbuffers,
andproducefconsumeringsasusedin Xen[3].

The translationmodule makes one or more memory
pagesaccessiblgo the client OS andusesinterruptsfor
signalling,subjectto the particularinterfaceandrequest
requirementsThisis very similarto interactionwith real
hardware devices. Whenthe client signalsthe DD/OS,
the VMM injectsa virtual interruptto causeinvocation
of the translationmodule. Whenthe translationmodule
signalsthe clientin responseit invokesa methodof the
VMM, which canbeimplementedasatrapdueto aspe-
ci ¢ privilegedinstruction,dueto anaccesso anlO port,
or dueto amemaoryaccess.

3.4 Enhancing Dependability

Commodityoperatingsystemscontinueto emplgy sys-
temconstructiortechniqueshatfavor performancever

dependability[29]. If their authorsintend to improve

systemdependabilitythey facethe challengeof enhanc-
ing thelargeexistingdevice driverbase potentiallywith-

out sourcecodeaccesdo all drivers.

Our architecturamproves systemavailability andre-
liability, while avoiding modi cations to the device
drivers,via driver isolationwithin virtual machinesThe
VM providesahardwareprotectiondomain,depriileges
thedriver, andinhibits its accesgo theremaindeof the
system(while alsoprotectingthe driver from the restof
the system).The useof the virtual machinesupportsto-
day's systemsand is practicalin thatit avoids a large
engineeringeffort.

The device driver isolation helpsto improve reliabil-
ity by preventingfault propagtionbetweenndependent
componentslt improvesdriver availability by support-
ing ne graineddriver restart(virtual machinereboot).
Improved driver availability leadsto increasedsystem
reliability whenclientsof the driverspromotefault con-
tainment. Proactve restartof drivers,to resetlatenter-
rorsor to upgradedrivers,reducesiependencen recur
sive fault containmentthus helpingto improve overall
systenreliability.

TheDD/OSsolutionsupportsa continuumof con gu-
rationsfor device driverisolation,from individual driver
isolationwithin dedicated/Ms to groupingof all drivers
within a single VM. Groupingdrivers within the same
DD/OSreduceghe availability of the DD/OSto that of
the leaststabledriver (if not further). Evenwith driver
grouping,the systemenjoys the bene ts of fault isola-
tion anddriver restart.

Driver restartis a responseo oneof two eventtypes:
asynchronouée.g.,in responseo faultdetectior{33], or
in responseo a maliciousdriver), or synchronouge.g.,
live upgraded23] or proactie restart[5]). The reboot
responsdo driver failure returnsthe driver to a known
goodstate:its initial state.The synchronouwarianthas
the advantageof beingableto quiescethe DD/OS prior
to rebooting,andto negotiatewith clientsto complete
sensitve tasks.Our solutionpermitsrestartof ary driver
via a VM reboot. However, driversthatrely on a hard-
wareresetto reinitializetheir devicesmaynot be ableto
recover their devices.

The interfacebetweerthe DD/OS andits clientspro-
videsanaturallayerof indirectionto handlethedisconti-
nuity in servicedueto restarts.Theindirectioncaptues
accesse$o a restartingdriver. The accesss eitherde-
layeduntil the connections transparentlyestarted23]
(requiringthe DD/OSortheVMM to presere canonical
cachectlientstateacrosgherestart)or re ectedbackto
theclientasafault.

4 Virtualization Issues

The isolation of the DD/OS via a virtual machinein-
troducesseveralissues:the DD/OS consumesesources
beyond thosethat a device driver requires,it performs
DMA operations,andit canviolate the specialtiming
needsof physical hardware. Likewise, legacy operating
systemsarenot designedo collaboratewith otheroper
ating systemso control the devices within the system.
This sectionpresentsolutionsto theseissues.

4.1 DMA AddressTranslation

DMA operateson physical addresse®f the machine.
In a VM, memoryaddressesre subjectto anotherad-
dresstranslation: from guestphysical to host physical
addresses. Since devices are not subjectto TLB ad-
dresstranslation,DMA addressesalculatedinside the
VM andfedto ahardwaredevice referencencorrecthost
memoryaddresses.

Virtual machinemonitors usually run device drivers
at kernelprivilege level [3,21,35]. The VMM exports
virtual hardware devicesto the VM, which may or may
notresemblgherealhardwarein the system.On device
accesghe monitorinterceptsandtranslatesequestand



DMA addresseto the machines real hardware. Since
all hardwareaccessemcludingDMA requestsreinter-
ceptedtheVM is con nedto its compartment.

When giving a VM unrestrictedaccessto DMA-
capabladevices,the VM-to-hostmemorytranslationhas
to eitherbe incorporatednto all device requestwor the
DMA addresdranslationhasto be presered. The par
ticular approactdepend®n available hardwarefeatures
andthevirtualizationmethod(full virtualizationvs. par
avirtualization).

In aparavirtualizedervironmenttheDD/OScanincor-
poratethe VMM pagemappingsinto the DMA address
translation.For the Linux kernelthis requiresmodi ca-
tion to only a few functions. The hypervisoralsohasto
supportaninterfacefor queryingandpinningthe VM's
memorytranslations.

When DMA addresstranslationfunctions cant be
overridden, the DD/OS's have to be mappedidempo-
tently to physical memory Apparently this would re-
strict the systemto a single DD/OS instance. But by
borroving ideasfrom single-address-spa€aS's we can
overcomethis restrictionundercertaincircumstancedn
mary casesdevice driversonly issueDMA operations
on dynamicallyallocatedmemory suchasthe heapor
pagepool. Hence,only thosepagesrequirethe restric-
tion of being mappedidempotently Using a memory
balloon driver [36], pagescan be reclaimedfor usein
otherDD/OS's, effectively sharingDMA-capablepages
betweerall DD/OS's (seeFigure?2).

DMA from static datapages,suchas microcodefor
SCSicontrollers furtherrequiresdempotentnappingof
datapages.However, dynamicdriver instantiationusu-
ally placesdriversinto memoryallocatedfrom the page
pool aryway. Alternatively, one DD/OS canrun com-
pletely unrelocatedmultiple instancesof the sameOS
canpotentiallysharetheread-onlyparts.

It is importantto notethatall solutionsassumewell-
behaing DD/OS's. Without specialhardware support,
DD/OS'scanstill bypassnemoryprotectionby perform-
ing DMA to physical memory outside their compart-
ments.

4.2 DMA and Trust

Code with unrestrictedaccessto DMA-capable hard-
ware devices can circument standardmemory protec-
tion mechanismsA maliciousdriver canpotentiallyel-
evateits privilegesby usingDMA to replacehypervisor
codeor data. In ary systemwithout explicit hardware
supportto restrict DMA accessesywe have to consider
device driversaspartof thetrustedcomputingbase.
Isolating device driversin separatevirtual machines
canstill bebene cial. Nooks[33] only offersvery weak
protectionby leaving device driversfully privileged,but

OS heap and page pool
/—/%
Mem ) |
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| (oaloon) |
balloon /

VM0

'

VM 1

Physical
machine

]

mapped idempotent to VMs,
DMA-able

Figure2: DMA memoryallocationfor two VMs. Theballoon
driver enablegeallocationof the memory

still reportsasuccessfutecoreryrateof 99%for synthet-
ically injecteddriver bugs. Thefundamentahssumption
is thatdevice driversmayfault, but arenot malicious.

We differentiatebetweerthreetrust scenarios.n the
rst scenariconly the client of the DD/OS s untrusted.
In the secondcaseboththe client aswell asthe DD/OS
areuntrustedby the hypervisor In thethird scenaricdhe
clientandDD/OS alsodistrusteachother Notethatthe
lattertwo casesanonly be enforcedwith DMA restric-
tionsasdescribedn the next section.

During a DMA operation,pagetranslationstargeted
by DMA have to stay constant. If the DD/OS's mem-
ory is not staticallyallocatedit hasto explicitly pin the
memory WhentheDD/OSinitiatesDMA in or outof the
client's memoryto eliminatecopying overhead,t must
pin that memoryaswell. In the casethat the DD/OS
is untrustedthe hypervisorhasto enableDMA permis-
sionsto the memoryandto ensurethatthe DD/OS can-
not run denial-of-serviceattacksby pinning excessie
amountf physicalmemory

Whenthe DD/OS and client distrusteachother fur-
therprovisionsarerequired.If the DD/OS getschaged
for pinning memory a maliciousclient couldruna DoS
attackagainstthedriver. A similar attackby the DD/OS
againstthe clientis possiblewhenthe DD/OS performs
the pinning on behalfof the client. The solutionis a co-
operatve approactwith bothuntrustedpartiesinvolved.
Theclientperformsthepin operatioronits own memory
which eliminatesa potentialDoS attackby the DD/OS.
Then,the DD/OS validateswith the hypervisorthatthe
pagesaresufciently pinned.By usingtime-boundpin-
ning [27] guaranteedby the hypervisor the DD/OS can
safelyperformthe DMA operation.

Pagetranslationalsohaveto staypinnedduringaVM
restart,sincea faulting DD/OS may leave a device ac-
tively usingDMA. All potentiallytargetedmemorythus
cannotbereclaimeduntil theVMM is surethatoutstand-
ing DMA operationshave either completedor aborted.



Lik ewise, client OS's mustnot usememoryhandedout
to thefaultedDD/OS until its restarthascompleted.

4.3 |O-MMU and IO Contexts

ThelO-MMU, initially designedo overcomethe 32-bit
addresdimitation for DMA in 64-bit systems.enables
remappingusaddresse® hostaddresseatpagegranu-
larity. IO-MMUs are,amongsbthers availablein AMD
Opteron[1], Alpha21172[8], andHP Itanium systems
[22]. They canbeusedto enforceaccespermissiongor
DMA operationsandto translateDMA addressesThus,
DD/OS's canbefully hardware-isolatedrom the VMM
andotherVMs, removing device driversfrom thetrusted
computingbase24].

Tailored towards monolithic OS designs,|O-MMUs
usuallydon't supportmultiple addressontets, suchas
per device, per slot, or per bus translations. The con-

icting setsof virtual to physical mappingsof isolated
device drivers prevent simultaneoususe of theselO-

MMUs. We emulatemultiple 10 addresscontets by

time-multiplexing the 10-MMU betweenPCI devices.
Resemblingtask scheduling,we periodically schedule
IO-MMU contects andenablebus accesdor only those
devicesthatareassociateavith the active context.

ThePClspeci cation[30] doesnotde ne amaximum
accessateng to the PCl bus,but only requirefair arbi-
tration preventingdeadlocks.Devicesthereforehave to
bedesignedor potentiallylong busacces$atencies—up
to multiple milliseconds—whichmakesa coarse-grained
schedulingapproacHeasible.Theschedulingperiodhas
to be within the boundsof eachdevice's timing toler-
ances;the particularhandlingof timeoutsis speci ¢ to
the device class.For examplenetwork cardssimply start
droppingpacketswhenthe card's internal buffers over-

ow, whereaghe IDE DMA controllersignalsan error
condition?

A downsideof time multiplexing is that the average
availablebusbandwidthfor adevice decreaseanddeliv-
ery lateny increasesBenchmarksith a gigabit Ether
netNIC showv athroughputdecreaséhatis proportional
to the allocatedbus share.We furtherreducethe impact

2|0-MMU time multiplexing is not fully transparenfor all device
classes. For example, the IDE DMA controllerin our experimental
AMD Opteronsystemrequiresdedicatedhandling. The IDE con-
troller's behaior changeshasedon its DMA state: DMA startupor
in-progres©MA. For DMA startupit canaccepta multi-millisecond
lateny until its ®rst bus accesss permittedto proceed.But if its bus
masteraccesss rescindedor a multi-milliseconddurationduring an
active DMA operationjt abortsinsteadof retryingthe operation.The
problemis thatthe millisecondschedulingperiodexceedshe device's
lateny. We thereforeadditionallycheckfor in-progresdDMA directly
attheIDE controlleranddelaythe preemptioruntil DMA completion.
However, to performthis testwe needspeci®cdevice knowledgeb
even thoughit is for a whole device classBcompromisinghe trans-
pareng of our approach.

of time multiplexing by dynamicallyadaptingbus allo-
cationsbasedn device utilization, preferringactive and
asynchronouslyperatingdevices.

The IO-MMU time multiplexing is a performance
compromiseto supportdevice driver isolationon inad-
equatehardware,andis a proof-of-concepfor our reuse
and isolation goals. Future hardware solutions could
eliminatethe needfor time multiplexing.

4.4 Resouice Consumption

EachDD/OS consumesesourceshatextendbeyondthe
inherentneedsof the driver itself. The DD/OS needsa
minimum amountof memoryfor codeand data. Fur
thermore gachDD/OShasa certaindynamicprocessing
overheadfor periodictimersandhouselkeping,suchas
pageagingandcleaning.Periodictasksin DD/OS'slead
to cacheand TLB footprints,imposingoverheadon the
clientsevenwhennotusingary device drivers.

Pagesharingasdescribedn [36] signi cantly reduces
the memoryand cachefootprint inducedby individual
DD/OS's. The sharinglevel canbe very high whenthe
sameDD/OS kernelimageis usedmultiple times and
customizedwith loadabledevice drivers. In particulay
thesteady-stateachefootprintof concurrenDD/OS'sis
reducedsincethe samehouselkeepingcodeis executed.
It is importantto notethat memorysharingnot only re-
ducesoverall memory consumptionbut also the cache
footprintfor physically taggedcaches.

The VMM canfurther reducethe memoryconsump-
tion of aVM by swappingunusedpagesto disk. How-
ever, this approachs infeasiblefor the DD/OS running
theswapdeviceitself (andits dependencchain).Hence,
standardpageswappingis permittedto all but the swap
DD/OS. Whentreatingthe DD/OS as a black box, we
cannotswap unusedoartsof the swap DD/OS via work-
ing setanalysis. All partsof the OS must always be
in main memoryto guarantedull functionality evenfor
rarecornercases.

Besidesmemorysharingand swapping,we usethree
methoddo furtherreducethe memoryfootprint. Firstly,
memory ballooning actively allocatesmemory in the
DD/OS, leadingto self-paging18,36]. Thefreedmem-
ory is handedackto theVMM. Secondlywe treatzero
pagesspeciallysincethey canbe trivially restored.Fi-
nally, we compresg6] the remainingpagesthat do not
belongto the active working setandthat arenot safeto
swap,anduncompresshemon access.

Page swapping and compressiorare limited to ma-
chineswith DMA hardware that can fault on accesses
to unmappegages.Otherwisea DMA operationcould
accesénvalid data(it mustbeassumedhatall pagef a
DD/OSarepinnedandavailablefor DMA whentreating
theDD/OSasablackbox).



Periodictaskslik e timers can createa non-ngligible
steady-stateguntime overhead. In somecasesthe re-
guirementson the runtime ervironment for a DD/OS
whosesolepurposes to encapsulata device driver can
bewealenedin favor of lessresourceconsumption For
example,a certainclock drift is acceptabldor anidle
VM aslong asit doesnot lead to malfunction of the
driveritself, allowing usto scheduleDS'slessfrequently
or to simply droptheirtimerticks.

4.5 Timing

Time multiplexing of multiple VMs can violate timing
assumptionsnadein the operatingsystemcode. OS's
assumdinear time and non-interruptedexecution. In-
troducinga virtual time baseandslowing dovn the VM
only worksif thereis no dependencenrealtime. Hard-
waredevices,however, arenotsubjectto thisvirtual time
base Violatingthetiming assumptionsf device drivers,
such as short delaysusing busy waiting or boundre-
sponsdiimes, can potentiallyleadto malfunctioningof
thedevice3

We use a schedulingheuristicto avoid preemption
within time critical sectionsyery similarto ourapproach
to lock-holderpreemptionavoidancedescribedn [34].
Whenconsecutie operationsaretime-bound,operating
systemausuallydisablepreemptionfor exampleby dis-
abling hardware interrupts. Whenthe VMM scheduler
would preempta virtual processobut interruptsaredis-
abled, we postponethe preemptionuntil interruptsare
re-enabledtherebypreservinghetiming assumptionsf
the OS.Thisrequireshe VMM to trapthere-enableop-
eration.Hardpreemptiorafteramaximumperiodavoids
potentialDoS attacksby maliciousVMs.

4.6 Shared Hardware and Recursion

Device driversassumesxclusive accesgo the hardware
device. In mary casesexclusivenesscanbe guaranteed
by partitioningthe systemandonly giving device access
to asingleDD/OS. Inherentlysharedresourcessuchas
the PCl busandPCI con guration spaceareincompat-
ible with partitioning and require sharedand synchro-
nizedaccesd$or multiple DD/OS's. Following our reuse
approachwe give one DD/OS full accesdo the shared
device; all otherDD/OS's usedriver stubsto accesshe
shareddevice. The sener partin the controllingDD/OS
canthen apply a ne-grained partitioning policy. For
example,our PCI DD/OS partitionsdevicesbasedon a

3Busy waiting, which relieson correctcalibrationat boottime, is
particularly problematicwhen the calibration period exceedsa VM
schedulingtime slice and thus reportsa slower processar A device
driver usingbusywaiting will thenundershoog device's minimal tim-
ing requirements.

con guration le, but makesPCI bridgesread-onlyac-
cessibleto all client DD/OS's. To simplify VM device
discovery, additionalvirtual devicescanberegistered.

In afully virtualizedervironment,somedevicedrivers
cannotbe replaceddynamically Linux, for example,
doesnot allow substitutingthe PCI bus driver. In those
casesfull hardwareemulationis requiredby the VMM.
Thenumberof suchdevicesis quite limited. In thecase
of Linux the limitations include PCI, the interruptcon-
troller, keyboard,mouse andreal-timeclock.

5 Evaluation

We implementeda driver reusesystemaccordingto the
architecturedescribedn the prior sectionsandassessed
the architectures performanceresource and engineer
ing costs. We evaluatedreuseddriversfor the network,
disk and PCI subsystemsWe limit our evaluationto a
paravirtualizationervironment.

To supporta comparatre performanceanalysis,we
constructedh baselinesystemanda device driver reuse
systemthat closelyresemblesachother They useiden-
tical device driver code.They runthe samebenchmarks,
utilizing the sameprotocol stacksandthe sameOS in-
frastructure.They differ in their architecturesthe base-
line usesits native device driver environment,while our
systemusesthe driver reuseernvironmentandis paravir-
tualized. The baselineOSis a standard.inux operating
system. The device driver reusesystemis constructed
from a setof paravirtualized Linux OS's con gured as
DD/OS componentsaind client components.The client
OScommunicatesvith thereusedlevice driversvia spe-
cial kernelmodulesnstalledinto theclient OS.

5.1 Virtualization Environment

The paravirtualization ervironmentis basedon the L4
microkernel[25]. L4 senesasa smallprivileged-mode
hypervisor It offers minimal abstractionsand mecha-
nismsto supportisolation and communicationfor the
virtual machines. Fewer than 13,000lines of coderun
privileged.

TheDD/OSandtheclientOSareprovidedby two dif-
ferentgeneration®of the Linux kernel: versions2.4.22
and2.6.8.1. The 2.4 kernelwas portedto the L4 ervi-
ronmentin thetradition of the original L4Linux adapta-
tion[19]. In contrastwe usedavery lightweightadapta-
tion of the2.6kernelto L4, with roughly3000additional
lines of code (and only 450 lines intrusive). The par
avirtualizedLinux kernelsuseL4 mechanism$o receve
interrupts,to scheduleto manageapplicationmemory
andto handleapplicationsystemcallsandexceptions.

TheVMM, auserlevel L4 task,coordinatesesources



suchas memory device mappings,and /O port map-
pingsfor the DD/OSinstancesandtheclient OS.

All componentscommunicatevia L4 mechanisms.
Thesemechanismcludetheability to establistshared
pagesperform high-speedPC, andto efciently copy
memorybetweenaddressspaces.The mechanismsre
coordinatedby objectinterfacesde ned in a high-level
IDL, whicharecorvertedto optimizedinlined assembler
with anIDL compiler

5.2 Translation Modules

For efcient datatransfer the client and DD/OS com-
municateenoughinformationto supportDMA directly
from the client's pagesvia a sharedproducerconsumer
commanding. In atypical sequenceheclientaddsde-
vice commandso thering andactivatestheDD/OSvia a
virtual interrupt,andthenthe DD/OS serviceghe com-
mand.Beforeperformingthedevice DMA operationthe
DD/OSvalidateghelegality of theclient'saddresseand
theclient's pinning privileges.

TheDD/OSdoesnotgenerateirtual addressefor the
client's pagesiinux device driversaredesignedo sup-
port DMA operationson pagesthat are not addressable
within the Linux kernel's virtual addressspace(by de-
fault, Linux canonly addressabout940MB of memory
in its kernelspace).The Linux driversreferto pagesn-
directly via a pagemap. To leveragelLinux's pagemap,
we con gure Linux with knowledgeof all physicalpages
on the machine but resened from use(ary attemptsto
accessnemoryoutsidethe DD/OS's VM causespage
permissionfaults), and then convert client requestad-
dresseinto pagemapoffsets.In caseadriver or subsys-
tem placesrestrictionson acceptableaddressest may
benecessaryo rst copy thedata.

Disk Interface The disk interfacecommunicatesvith
Linux's block layer, andis addedo the DD/OSasaker-
nelmodule.It corvertsclientdisk operationsnto Linux
block requestsand injects the block requestsnto the
Linux kernel. Linux invokesthe translationlayer upon
completionof therequestwvia a callbackassociateavith
eachrequest. The block layer additionally supportsthe
ability for the DD/OS to processrequestsout-of-order
TheclientandDD/OSshareasetof requestD' sto iden-
tify thereordereccommands.

Network Interface The network interfacehasthe ad-
ditional featureof asynchronousnbound paclet deliv-
ery. We developedour systento supportmultipleclients,
andthusthe DD/OS acceptgheinboundpacletsinto its
own memoryfor demultiplexing. While outboundpack-
ets are transmittedfrom the client via DMA, inbound
pacletsaresecurelycopiedfrom the DD/OSto theclient

by theL4 microkernel,thusprotectingtheclientmemory
from the DD/OS (andrequiresagreemenfrom theclient
to receve the paclets). The L4 kernel createstempo-
rary CPU-localmemorymappingswithin the L4 kernel
spaceto achieve anoptimizedcopy.

The translationlayer is addedto the DD/OS asa de-
vice driver module. It representdself to the DD/OS as
a Linux network device, attachedo a virtual intercon-
nect.But it doesnt behae asa standarchetwork device;
insteadit appendutboundpacletsdirectly to the real
adapters kernelpaclet queug(in the mannerof network

Iters), wherethey areautomaticallyrate controlledvia
therealdevice's driver feedbacko the Linux kernel.

To participatedirectly on the physical network, the
translationayeracceptsnboundpacletsusingtheLinux
ISO layertwo bridging modulehook. The translation
layerqueueshepacletsto theappropriatelientOS,and
eventuallycopiesto theclient?

PCl Interface  WhenthePCldriveris isolated,t helps
theotherDD/OSinstancesliscover theirappropriatale-
viceson the bus, andrestrictsdevice accesgo only the
appropriateDD/OSinstances.

ThePClinterfaceis not performanceritical. We for-
wardall clientPClcon guration-spaceeadandwrite re-
questgo the PCI DD/OS. It will performwrite requests
only for authorizedclients. For readrequestsijt pro-
vides accurateinformationto the device's DD/OS, and
contrivedinformationto otherclients.

We executethe PCIDD/OSatalower priority thanall
othersystemcomponentsWith no timing requirements,
it cantoleratesevereclock drift.

5.3 Resource Consumption

For memory we measuredhe actve and steady-state
pageworking setsizesof DD/OSinstancesandconsid-
eredthe effect of pagesharingandmemorycompression
for all pagesallocatedo theDD/OSinstancesFor CPU,
we focusedontheidle cycle consumptior{latersections
explorethe CPU costsof active workloads).

To avoid unnecessaryesourceconsumptionin the
DD/OS, we con gured the Linux kernel, via its build
con guration, to include only the device drivers and
functionality essentiato handlethe devicesintendedto
be usedin the benchmarksThe runtimeenvironmentof
eachDD/OSis atiny ROM imagewhich initializesinto
asingle-usemodewith almostno applicationpresence.

4An alternatve to paclet copying, page remapping,has a pro-
hibitively expensve TLB "ush penalty on SMPswhen maintaining
TLB coherence A future alternatve is to usea sparehyperthreado
copy the paclets. If the network DD/OS hasonly a singleclient, then
theclientcanprovide the pagesackingtheinboundpaclets,avoiding
thecopy.
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Figure 3: 90msaggreyate samplesof Linux 2.6.8.1DD/OS
memoryworking setswhenidle andfor variousdisk andnet-
work benchmarks.

Thedatawascollectedwhile usingLinux 2.6.8.1.The
numbersaregenerallysimilar for Linux 2.4.22.

Working Set Figure3is aplot of memorypagework-
ing setsof disk andnetwork DD/OS's, whereeachsam-
ple covers 90ms of events. The “steady state” graph
shaws theinherent x ed costof anidle DD/OS, usually
around144KB, with a houseleepingspike aboutevery
two seconds.The remaininggraphsprovide an ideaof
working setsizesduringactvity. The“ttcp receve” and
“ttcp send”testsshav the working setsizesduring in-
tensenetwork activity. The“untar” testshawvs thework-
ing setresponsedo the processof unarchving a Linux
kernelsourcetreeto disk. The worst-caseworking set
sizereache2200KB, correspondingo high network ac-
tivity. Our con gurationis susceptibleo a large work-
ing setfor network actity becausehe DD/OS buffers
incomingpacletswithin its own memory However, due
to Linux's reuseof paclet buffers the DD/OS working
setsizeremainsbounded.

Memory Compression To testthe possibility of shar
ing andcompressinghe pageghatbackthe DD/OSin-
stanceswe performedan of ine analysisof a snapshot
of aparticularDD/OScon guration. Thetestedcon gu-
rationincludedthreeDD/OSinstancespneeachfor PCI,
IDE, andtheIntel e1000gigabit. The PCIVM wascon-
gured with 12MB andthe otherswith 20MB memory
each. We ran the PostMarkbenchmarkstressinga VM
with Linux 2.6 serving les via NFSfrom thelocal IDE
disk over the network. The actve memoryworking set
for all DD/OS'swas2.5MB.

For systemswithout an IO-MMU, the memorycon-
sumptioncan only be reducedby cooperatre memory
ballooning[36]. With theballoondriverin the DD/OS's
we canreclaim33% of thememory
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Figure 4: (1) Combinedmemoryconsumptionof disk, net-
work, andPCI DD/OS's with 20MB, 20MB, and12MB VMs,
(2) after memoryballooning, (3) with memorycompression,
and(4) memorycompressiomndsharing.

UsinganlO-MMU thatcanrecover from pagefaults,
we canrevoke pageaccessightsandcompressnemory
thatis notpartof theactive working set. Supportof read-
only pageaccessights by the IO-MMUs furthermore
enablessharingof identicalpagesof the active working
setvia copy-on-write. We searchedor duplicatepages
amongthethreeDD/OSinstancesAny duplicatepageis
shareablavhetherit is in anactive working setor not. A
pagein ary DD/OSinstanceis additionallyupgradedo
anactive pageif it hasa duplicatein ary working set,to
avoid having a compressedswell asan uncompressed
copy. Finally, thelO-MMU enablesisto reclaimall zero
pagesuncooperatiely. For the given setup,up to 89%
of the allocatedmemorycanbe reclaimed reducingthe
overallmemoryfootprintof threeconcurrenDD/OS'sto
6MB (seeFigure4).

Without an IO-MMU, gray-box knowvledge enables
DD/OS paging. For example,the memoryof Linux's
pagemapis never usedfor aDMA operationandis thus
pageable.Furthermorethe network andblock DD/OS
eachhada contiguous6.9 MB identicalregion in their
pagemaps suitablefor sharing.

CPU Utilization The steadystateof a DD/OS hasan
inherentCPU utilization cost, not just in uenced by in-
ternal actities, but alsoby the numberof DD/OS's in
the system. We measuredhe DD/OS CPU utilization
responsdo additionalDD/OS instancesthe rst eight
DD/OS's eachconsumed.12%of the CPU,andthenthe
ninth consume$.15%, and the tenth consume9.23%
(seeFigureb).

The DD/OS's wereidle with no device activity. Only
the rst DD/OS wasattachedo a device—thePCl bus.
Theotherscontaineda singledevice driver (thee1000).

The machinewasa Pentium4 2.8 GHz with a 1MB
L2 cachewhich canalmostt the steady-statenemory
working setsof serenDD/OSinstancegat 144KB each,
seeFigure3). The L2 cachemissratebeganto rapidly
rise with the eighth DD/OS, leadingto an in ection in
the CPU utilization curwe.
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Figure5: IncrementalCPU utilization for additionalsteady-
stateDD/OSinstancestepresentinghe ®xed costof executing
aDD/OS.

5.4 Performance

A setof benchmarksallowed us to explore the perfor
mancecostsof the DD/OS approachto device driver
reuse stressingonedriver at a time, andthenusingnet-
work anddisk driverstogether The networking bench-
markswereselectedo help provide a point of compari-
sonwith recentliterature.

We executedour benchmarkswith two device driver
reusescenarios: (1) with all drivers consolidatedn a
singleDD/OS, and(2) with the devicesisolatedin dedi-
catedDD/OS instances For a baselinethe benchmarks
arealsoexecutedwithin theoriginal, native device driver
ervironment.

The benchmarkOS ran DebianSage with the Linux
2.6 kernels, constrainedto 768MB. When using the
Linux 2.4 kernels,performancenumbersverevery sim-
ilar. Thehardwareusedin thetestsystemwasa Pentium
42.8GHz processqwith anintel 82540gigabitnetwork
PClcard,andadesktopSATA disk (Maxtor 6Y120MO0).

TTCP Figure6 presentghe throughputof the TTCP
benchmarkrelative to the native throughput,using two
paclet sizes. Throughputat the 1500-bytepaclet size
remainswithin 3% of native, and dropsto 8% of na-
tive for 500-bytepaclets. Linux performsthe paclet
sizing within the kernel, ratherthan within TTCR, via
useof Linux's maximumtransmissiorunit (MTU) pa-
rametey avoiding a perpaclet addresspacetransition.
TheCPU utilizationrelative to native Linux was1.6xfor
send,2.06xfor receve with 1500-byteMTU, and2.22x
for receve with 500-byteMTU. As expected,network
receve generated larger CPU load thannetwork send
dueto extra paclet copies. TTCP wascon gured for a
128KB soclet buffer size.
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Figure 6: Normalized TTCP throughputresultsfor natve
Linux (N), consolidatedC), andisolated(l) DD/OS's. Ab-
solutethroughpufgivenin MB/s.

Netperf The Netperfbenchmarkcon rmed the TTCP
MTU 1500 results; throughputwith driver reuse re-
mainedwithin 3% of native, with 1.6x CPU utilization
for sending,andup to 2.03x CPU utilization for recev-
ing. The native throughputwas98.5MB/s. A substan
tial increasein TLB andL2 cachemissesled to higher
CPU utilization. Thesemissesare inherentto our test-
platform;the Pentium4 ushes TLBs andL1 cacheson
every context switchbetweertheclientandDD/OS.The
Netperfbenchmarkransferednegigabyte with a32KB
sendandreceve size,anda 256KB soclet buffer size.

Disk Figure7 presentsheresultsof ourstreamingdisk
benchmarkfor the isolated DD/OS's (consolidatedre-
sultsareidentical). The benchmarkhighlightsthe over-
head of our solution, as opposedto maskingit with
random-accesdisk latengy. The benchmarkbypasses
the client's buffer cache(usinga Linux raw device) and
le system(by directly accessinghe disk partition). We
thusavoid timing the behaior of the le system.Native
throughputaveraged0.75MB/s with a standardievia-
tion of 0.46 MB/s. For driver reuse the throughputwas
nearlyidenticalandthedifferencdessthanhalf the stan-
darddeviation, with CPU utilization rangingfrom 1.2x
to 1.9x native.

Application-Level We studied application-leel per
formancewith the PostMarkbenchmarkrun over NFS.
Thisbenchmarlemulateghe le transactiorbehaior of
aninternetelectronicmail sener, andin ourscenariothe
le storages provided by an NFS sener machine.The
benchmarlktself executeson a clientmachine.TheNFS
sener usedour driver reuseframenork, andwascon g-
uredasin the microbenchmarks.The client hada 1.4
GHz Pentium4, 256MB memory a 64MB DebianRAM
disk, an Intel 82540gigabit EthernetPCl card,andexe-
cuteda native Linux 2.6.8.1kernel. The performancef
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Figure8: CPU utilization for the NFS sener machinewhile
handlingthe PostMarkbenchmark.

the NFS sener was nearly identical for all driver sce-
narios, for native Linux and for driver reuse,with an
averageruntime of 343.4 seconds. The standarddevi-

ation, 2.4%, wasover twice the lossin performanceor

driver reuse. Both the isolatedand consolidateddriver
reusecon gurationshadhigherCPU utilizationthanna-
tive Linux; seeFigure8 for CPU utilization tracesof the
NFS sener machinecoveringthe durationof the bench-
mark. Thebenchmarlstartswith alarge CPU spike due
to le creation. Postmarkwascon gured for le sizes
rangingfrom 500-bytesto 1MB, a working setof 1000
les, and10000 le transactions.

5.5 10-MMU

Weuseda 1.6 GHz AMD Opteronsystermwith anAMD
8111 chipsetto evaluate |IO-MMU time multiplexing.
The chipsets graphicsaperturerelocationtable mech-
anismrelocatesup to 2GB of the 4GB DMA spaceat
a 4KB granularity[1]. The chipsetonly supportsread-
write andno-accespermissions.

Eachvirtual machinerunning a DD/OS hasa dedi-
catedlO-MMU pagetable which is synchronizedwith
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Figure9: Network bandwidthin responséo variouslO-MMU
contet schedulingates.

theguest-plysical-to-host-pisicalmappingf the VM.
When clients grantthe DD/OS accesdo partsof their
memory appropriateentriesare addedto the |O-MMU
pagetableaswell.

TheVMM connectghe managedPCl devicesof each
DD/OS with their respectre IO-MMU contets. Peri-
odically, but independenof the processoschedulerwe
switch betweerthe IO contets. On contet switch, the
hypervisorenablesanddisableshus masteraccessn the
PCI con guration spacefor the respectre devices. Our
shortestschedulinggranularityof 1msis limited by the
frequeng of the periodictimer.

We evaluated the performanceand overhead of
schedulinglO-MMU contexts, aswell asthe boundsof
theschedulingoeriodfor hardwaredevices. Thetestsys-
tem containedwo DD/OS's, onedriving an Intel 1000
gigabit Ethernetadapterandthe otherhandlingthe IDE
disk controller

First, and mostimportantly we can completelyiso-
late the physical memorycoveredby the IO-MMU and
transparentlyelocatebothVMs. NeitherVM is ableto
performDMA to memoryoutsideits compartmentWe
ran the TTCP benchmarkand varied the bus allocation
for theNIC anddisk controller The network throughput
scaledalmostlinearly with the bus allocation. The NIC
starteddroppingpacletswhenit lost accesgo the bus
for morethan8ms. Figure9 shawvs theachieved network
bandwidthfor variousschedulingcon gurations.

The IDE controlleris lessbandwidth-sensite since
thethroughputs boundedby disk lateng.. However, our
schedulinggranularity of 1ms exceedsthe timeout for
in-progresdransactionsWhendisablingbus mastemwe
thereforepostpondDE deactvationwhenoperationsire
still in- ight. Theoverheador I0-MMU context switch-
ing wasa 1%increasen CPU utilization.



sener client common| total

network | 1152 770 244 | 2166

block2.4 805 659 108 | 1572

block2.6 751 546 0 | 1297

PCI 596 209 52 | 857

common 0 0 620 620
total | 3304 2184 1024

Figure 10: Itemizationof sourcelines of codeusedto imple-
mentour evaluationervironment. Commonlines are counted
once.

5.6 Engineering Effort

We estimateengineeringeffort in man hours and in
lines of code. The translationmodulesand client de-
vice driversfor the block and network, alongwith the
userlevel VMM, werewritten by a single studentover
roughlyatwo monthperiod,originally for L4Linux 2.4.
This studentalreadyhadexperiencewith Linux network
driver developmenfor a paravirtualizedLinux onL4. A
secondstudentimplementedhe PCl supportwithin one
week.

The 2.4 network translationmodule was easily up-
gradedto sene asthetranslationmodulefor Linux 2.6,
with minor changes.However the 2.4 block translation
modulewasmostlyincompatiblewith 2.6'sinternal API
(Linux 2.6 introduceda new block subsystem)We thus
wrote new block translationandclient device driversfor
2.6. We successfullyreusedthe 2.6 block and network
driverswith the 2.4 client, andvice versa.

SeeFigure 10 for anitemizationof the lines of code.
The gure distinguishesbetweenlines speci ¢ to the
translationmodulesaddedto the sener, linesspeci ¢ to
the virtual device drivers addedto the client, and addi-
tionallinesthatarecommon(andarecountedonce).

Theachievedcodereuseratiois 99.9%for NIC drivers
in Linux; thetranslatiormodulesadd0.1%to their code
base Whenwe additionallyincludeall coderequiredfor
the virtualization—thelL4 microkernel, the VMM, and
the paravirtualization modi cations—westill achieve a
reuseratio of 91%justfor Linux's NIC driver base.

Theengineeringffort enabledisto successfullyeuse
Linux device driverswith all of our testedab hardware.
The following drivers were tested: Intel gigabit, Intel
100Mbit, Tulip (with avarietyof Tulip compatiblehard-
ware),Broadcomgigabit, pcnet32 ATA andSATA IDE,
anda variety of uniprocessoandSMP chipsetdor Intel
Pentium3/4 andAMD Opteronprocessors.

6 Discussionand Future Work

We presenteda nen approachto reusing unmodi ed
device drivers and enhancingsystemdependabilityus-
ing virtual machinesbut evaluatedonly a paravirtual-
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ized implementation. Paravirtualizationis an enhanced
machineAPI thatrelocatessomefunctionality from the
guestOSto theVMM andhypervisor[16]. For example,
it permitsour DD/OSinstancedgo directly translateheir
virtual addresseimto busaddressefor DMA. It alsopro-
vides performancebene ts [3, 16] comparedto use of
the real machineAPI. We have discussedhe issuesre-
latedto device driver pass-througtwith full virtualiza-
tion, andconsiderour paravirtualizationimplementation
to beanapproximation.In termsof correctnessthe pri-
mary differencerelatesto properaddresgranslationfor
DMA operationswhich becomesdrrelevant with hard-
ware device isolation (suchasthe IO-MMU). In terms
of performancethe paravirtualizationnumbersunderes-
timatethe costsof a fully-virtualized solution.

Oursystencurrentlysupportsasufciently largesub-
setof device classego be self-hostingin a sener ervi-
ronment. We have not addressedhe desktopenviron-
ment, which requiressupportfor the graphicsconsole,
USB, Firewire, etc.

Genericdriver stubsonly provide accesdgo the least
common denominatar thereby hiding more adwanced
hardware features.Our client-serer modelenablesde-
vice accesat ary level in the software hierarcly of the
DD/OS, even allowing programmingagainstricher OS
APIs like TWAIN, or enablingvendorspeci ¢ features
suchasDVD bhurning. Using the appropriatesoftware
engineeringmethods,e.g., an IDL compiler one can
quickly generateross-address-spairgerfaceghatsup-
port APIs with rich featuresets.

7 Conclusion

Widely usedoperatingsystemssupporta variety of de-
vices;for example,in Linux 2.40nl1A32, 70%of 1.6 mil-
lion lines of kernelcodeimplementdevice support[7].
New operatingsystemendeaors have the choiceof ei-
therleveragingthe existing device drivers,or expending
effort to replicatethedriverbase We presentitechnique
thatenablesinmodi ed reuseof theexisting driver base,
andmostimportantly doessoin amanneithatpromotes
independencef the nev OS ende&or from the reused
drivers.

The driver independenc@rovides an opportunity to
improve systemdependability The solutionforti es the
reuseddrivers (to the extent supportedby hardware)to
promoteenhancedeliability andavailability (with inde-
pendendriver restart).

Our method for reusing unmodi ed drivers and
improving system dependabilityvia virtual machines
achieres good performance. For networking, where
pacletizedthroughputis lateng/-sensitve, the through-
putremainswithin 3—-8%of thenative system.Thedriver
isolationrequiresextra CPU utilization, which canbere-



ducedwith hardware acceleratior(suchasdirect DMA
for inboundpaclets).

The DD/OS solution is designedfor minimal engi-
neeringeffort, even supportingreuseof binary drivers.
The interfaceimplementatiorbetweenthe new OS and
reusediriversconstitutesatrivial amountof code which
leverageghe vastworld of legacy drivers. Driver source
code,by design,remainsunmodi ed.
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